
Hello everyone. Thanks for coming. We will be using a Start code and End code for todays 
training. You will need to use these on the survey that will be sent out to you after we are 
done. The link will be emailed only to those of you who registered for this training. You will 
need to complete the entire survey to receive CEUs or Certificates of attendance. Those of 
you in CCAPP who are registered will also be receiving an exam that also must be 
completed by CCAPP counselors/registrants to receive CEUs.

The Start Code is 4109

This presentation will be taped and posted to the EDC SUDS webpage under trainings and 
the PPT will be sent out later this week to anyone who requests a copy.

(Start recording)

Welcome to another El Dorado County Substance Use Disorder Services DMC-ODS Quality 
Assurance Training Series presentation. Today we will be discussing Beneficiary 
Confidentiality
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At the end of this 1.5 hour Continuing Education Training, participants will have the 
knowledge necessary to understand the following:
42 CFR Part 2 Overview
HIPAA Overview
Interaction between 42 CFR Part 2 and HIPAA
Penalties for violation of confidentiality laws
Confidentiality and ethical behavior
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All SUD providers, both at the program and individual level are required to safeguard 
beneficiaries’ records containing protected health information against loss, defacement, 
tampering, or use by any unauthorized persons in accordance with Health Insurance 
Portability and Accountability Act (HIPAA) and Title 42, Code of Federal Regulations, Part 2. 
Records must be stored in a double locked location and, if transported, maintained in a 
locked unit. All electronic devices must also be secured.

What is the CFR 42 Part 2?
The 42 CFR Part 2 regulations (Part 2) serve to protect patient records created by federally 
assisted programs for the treatment of substance use disorders (SUD).

What is HIPAA?
The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a federal law 
that required the creation of national standards to protect sensitive patient health 
information from being disclosed without the patient's consent or knowledge.
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Confidentiality is a cornerstone of any treatment relationship. For people receiving SUD 
treatment, strict confidentiality protections mean that you can share information about 
past and current drug use without worrying that it will be used against you by the police or 
a landlord, employer, judge, or social worker. For people considering whether to enter 
treatment, studies consistently show that confidentiality and privacy are major 
considerations.

Any verbal, written, recorded or electronic information that identifies or can identify a 
beneficiary is considered Protected Health Information (PHI). All EDC DMC-ODS Provider 
Network programs and staff must comply with state and federal laws and regulations 
regarding informed consent, disclosure of confidential information such as patient-
identifying information pursuant to the requirements of 42CFR Part 2 which govern the 
confidentiality of SUD records, and protect SUD related information of all beneficiaries
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42 CFR Part 2 regulations (Part 2) serve to protect client records created by federally 
assisted programs for the treatment of substance use disorders (SUD) • The information 
protected by 42 CFR Part 2 is any information disclosed by a covered program that 
identifies an individual directly or indirectly as having a current or past drug or alcohol 
problem, or as a participant in a covered program. • With limited exceptions, 42 CFR Part 2 
requires client consent for disclosures of protected health information even for the 
purposes of treatment, payment, or health care operations.
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A Part 2 program is: 
An individual or entity (or a unit in a general medical care facility) that holds itself out as 
providing and does provide SUD treatment, diagnosis or referral for treatment; or
Medical personnel or staff in a general medical facility whose primary function is the 
provision of SUD services and who are identified as SUD providers; and
Is federally “assisted” (with the exception of some Veterans’ Administration services).
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Who is a Part 2 client? A Part 2 client is any individual who has applied for or been 
given a diagnosis, treatment, or referral for treatment for a SUD at a Part 2 program.
What is Treatment? “Treatment” means the care of a patient suffering from a 
SUD, a condition which is identified as having been caused by the SUD, or both, in order to 
reduce or eliminate the adverse effects on the patient.
What Does Part 2 Protect? Part 2 Protected Records include:
1) Any information that would identify a client as a SUD client either directly or by 
verification;
2) Any information about a client created, received or acquired by a Part 2 program for the 
purpose of treating alcohol or drug abuse, making a diagnosis for treatment, or making a 
referral for that treatment;
Unless that person provides a written consent, or the disclosure meets another exception.
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Here is a checklist of what is required un 42 CFR Part 2. Each section will be covered

I. Patient Records Security policies that meet the new Part 2 standards
II. Notice of privacy rights that meet Part 2 requirements
III. Non re-disclosure notices when Part 2 information disclosed with consent
IV. Qualified Service Organization Agreements when necessary
V. Compliant consent forms and disclosures pursuant to a valid exception

8



Client Records Security policies that meet the new Part 2 standards
A part 2 program must have in place the following:
• Part 2 program or lawful holder of Part 2 information must have formal policies and 

procedures to reasonably protect against unauthorized uses and disclosures of patient 
identifying information. 

•Policies must ensure protection of paper and electronic records.
•Topics of policies should include transferring records, storing records, de-identification, 
etc. 
•Should be included in agency’s general privacy policies and procedures.
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Notice to clients at time of admission to the Part 2 Program must be provided to include 
language that states the following
A general description of the limited circumstances under which a Part 2 program may 
acknowledge an individual is present or disclose outside the program information 
identifying a patient as having or having had a SUD.
Violation of Part 2 is a crime and suspected violations may be reported.
Information related to patient’s commission of a crime on the premises or against 
personnel is not protected.
Reports of suspected child abuse and neglect are not protected.
A citation to the federal law and regulations and where a complaint can be made.
May include summary of state law and additional consistent policies.
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Each disclosure with consent must be accompanied by a non-disclosure notice

Examples could include a version of this:
Long version-
“This record which has been disclosed to you is protected by federal confidentiality rules 
(42 CFR Part 2). The federal rules prohibit you from making any further disclosures of this 
record unless further disclosure is expressly permitted by the written consent of the 
individual whose information is being disclosed in this record or, is otherwise permitted by 
42 CFR part 2. A general authorization for the release of medical or other information is 
NOT sufficient for this purpose (see 2.31). The federal rules restrict any use of the 
information to investigate or prosecute with regard to a crime any patient with substance 
use disorder, except as provided at 2.12(c)(5) and 2.65.”

Short version-
“42 CFR part 2 prohibits unauthorized disclosure of these records” 
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Each agency will differ as to whether they use Qualified Service Organization Agreement. 
Should an agency have said agreements then 42 CFR Part language will need to be 
included.

A Qualified Service Organization is defined as: a person or organization that: 1) provides 
services to a [Part 2] program, such as data processing, bill collecting, dosage. preparation, 
laboratory analyses, or legal, medical, accounting or other professional services, or services 
to prevent or treat child abuse or neglect, including training on nutrition and child care and 
individual and group therapy, and (b) has entered into a written agreement with a program 
under which that person or organization: (1) acknowledges that in receiving, storing, 
processing or otherwise dealing with any patient records from the programs, it is fully 
bound by the provisions of the federal regulations governing Confidentiality of Alcohol and 
Drug Abuse Patient Records, 42 C.F.R. Part 2; and (2) if necessary, will resist in judicial 
proceedings any efforts to obtain access to patient records except as permitted by these 
regulations
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Compliant Consent form elements must include
1)Name of the client
2)Names of Part 2 entities or providers making the disclosure
3)How much and what kind of information is to be disclosed including specific reference to 
SUD
4)“To Whom” is the disclosure being made? More on To Whom coming later.
5)The purpose of the disclosure
6)Right to revocation at any time going forward
7)The date, event or condition upon which the consent will expire.
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To Whom…..This is new, sort of. What does it mean?

The name of the individual(s) or 

The name of the entity(ies) 

…to whom disclosure will be made. 

One or the other or both is fine.
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When Can Part 2 Records be Shared? 
Internal Communications
Audit/Evaluation
Medical Emergency
Reporting suspected child abuse and neglect
Written Consent
No client identifying information
Qualified Service Organization Agreement
Court Order-Special 42 CFR Part 2 version-rare/hard to obtain
Crime on program premises or against program personnel
Research
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Exception: 
Qualified Service Organization 
a QSO can only disclose Part 2 information to agents or back to the Part 2 contracting 
provider and a Part 2 program can only share what’s necessary for QSO to perform services 
for the program

Audit and Evaluation Exception
Payer audit
•Audit by federal, state, local government
•Government by Medicare/Medicaid
•Audit a CMS-Regulated Entity
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Health care providers (persons and units) that (i) provide, bill for and are paid for health 
care and (ii) transmit Protected Health Information in connection with certain transactions 
are required to comply with the privacy and security regulations established pursuant to 
the Health Insurance Portability and Accountability Act of 1996 (“HIPAA“) and the Health 
Information Technology for Economic and Clinical Health Act (“HITECH”) of 2009. The 
primary purpose of HIPAA’s privacy regulations (the “Privacy Rule“) and security 
regulations (the “Security Rule“) is to protect the confidentiality of patient health 
information which is generated or maintained in the course of providing health care 
services.

The following  slides will be very eye opening as they allow disclosures at much lower levels 
than 42 CFR part 2.
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What is PHI or Protected Health Information?

The Privacy Rule governs how individuals can use and disclose confidential client 
information called “Protected Health Information” or “PHI.” PHI can be written, spoken or 
electronic and includes information relating to an individual’s health or condition, the 
provision of health care services or the payment for such services. The Privacy Rule only 
covers information that is individually identifiable. However, identifiers are broadly defined 
under the Privacy Rule and, among other things, include a client’s name, address, social 
security number, fax number, email address, vehicle identifiers, date of admission / 
discharge, photographs and voice recordings.

Further, in addition to identifiers that can be specifically linked to an individual, PHI also 
includes information which could be reasonably expected to lead to his/her identification.
* The Privacy Rule does not apply to documents or information lacking client identifiers. 
However, when in doubt, assume that all information is protected by the Privacy Rule.
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B. What does “use” mean?
Under the Privacy Rule, “use” means the sharing, employment, application, utilization, 
examination, or analysis of PHI within an entity that maintains such PHI. All sharing, 
employment, application, etc., of PHI within an entity’s designated covered components is 
considered to be a “use”.
C. What does “disclosure” mean?
Under the Privacy Rule, “disclosure” means the release, transfer, provision of access to, or 
divulging in any other manner of PHI outside the entity holding the PHI. Any release, 
transfer, etc., of PHI outside of an entity’s designated covered components is considered to 
be a “disclosure.”
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What are the most important principles of the Privacy Rule?
Use or Disclose Only the Minimum Necessary Information.
Generally speaking, the Privacy Rule requires that individuals limit access to PHI, and use 
and disclosure of PHI, to the minimum amount of information necessary to perform their 
job and/or accomplish their intended purpose.
Take Steps to Protect PHI
The Privacy Rule requires that individuals working for a covered healthcare entity safeguard 
PHI. As such: Keep client records closed when not in use;
Store PHI in secure/locked locations; Remove documents from fax machines and copiers 
immediately; Place discarded documents in confidential bins for shredding; Try to prevent 
others from overhearing your conversation when discussing clients.
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Know What Uses and Disclosures of PHI Require Spoken Permission and the Opportunity 
for a client to Object
In the following instances, clients must be given the opportunity to object to the use or 
disclosure of their PHI before the information is used or disclosed:

Inclusion in client directories: information can include name, room number, 
condition and religion
To those involved in a client’s care: if the client does not object, information may be 
shared with friends, family or others involved in the client’s care relating to the 
client’s location or general condition. (If you are a clinical student, you should 
confirm with your supervisor that the client has agreed to allow, or expressed no 
objection to, disclosures to family members or others.)
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Know What Uses and Disclosures of PHI do NOT Require client Permission
Many routine uses and disclosures of PHI do not require the client’s written authorization. 
No permission is required for individuals to perform the everyday functions of Treatment, 
Payment, and Health Care Operations, collectively referred to as “TPO.”

Treatment: client permission is not required to use or disclose patient information 
when treating a client or making arrangements to treat a client
Payment: client permission is not required to use or disclose client information 
when creating bills or coordinating billing with a client's health insurance company
Health Care Operations: permission is not required when carrying out operational 
activities such as training medical or other health professionals, preventing fraud 
and abuse, meeting licensing and accreditation requirements and conducting 
quality assurance or health care peer review activities.

Health care providers and staff can also disclose a client’s PHI without permission for 
certain public health activities, to authorities when required by law, and for certain 
employment or worker’s compensation purposes.
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Know What Uses and Disclosures of PHI Require WRITTEN Permission
In general, all uses and disclosures of PHI other than those listed in subsections 3 and 4 
above require written authorization from the client. Examples of such uses and disclosures 
include the following:

Most research activities
Most marketing & fundraising activities
Disclosure of psychotherapy notes
Disclosures to other persons or entities (e.g. patient’s attorney)

If you use PHI for research purposes, you should take the on-line HIPAA Research 
Supplement. Individuals seeking to release PHI in connection with marketing and 
fundraising activities, relating to psychotherapy or who need to respond to miscellaneous 
requests for disclosure to third parties should contact his/her Privacy Officer for additional 
information and training if necessary.
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Know client’s Privacy Rights
The Privacy Rule provides clients with certain rights relating to their PHI. These rights 
include the following:

The right to request alternative communications: clients can ask health care 
providers and staff to contact them in a certain way (e.g. at home as opposed to 
work);
The right to look at and obtain copies of their medical and billing records
The right to ask for changes to medical and billing records
The right to receive a list of certain disclosures
The right to request restrictions on how cleint information is used and 
disclosed: Providers and facilities are not required to agree to such requests; 
individuals must never agree to such restrictions without first obtaining permission 
from the relevant administrator
The right to receive a notice of privacy practices (every client must be given a copy 
of a Notice of Privacy Practices and you must make reasonable efforts to 
acknowledge receipt of such notice)
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Know the Administrative Rules covered health care entities must follow
The Privacy Rule requires that covered health care entities follow several administrative 
rules including the following:

Provide all personnel in its covered departments with basic HIPAA training
Have procedures in place for complying with the Privacy Rule and the Security Rule
Have procedures in place for accepting and processing patient privacy complaints. 
The Notice of Privacy Practices typically instructs patients as to how they can 
register their complaints
Impose consequences for personnel who violate the Privacy Rule and the Security 
Rule
Appoint one or more HIPAA Privacy Officers.

Business Associates Must Also Follow the Privacy Rule
Individuals and business that provide a service to a covered health care provider by 
assisting with treatment, payment or other functions (“Business Associates”) must comply 
with the Privacy Rule, the Security Rule and the entity’s HIPAA policies and procedures. 
Know what to do in the Event of a Breach (!!!)
A key change under HITECH of 2009 is that breaches of PHI are now covered by rules 
detailing how that breach must be addressed.
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The Security Rule provides additional procedures for safeguarding electronic protected 
health information (“EPHI”) and preventing access to such confidential information by 
unauthorized persons. These requirements are in addition to those mandated by the 
Privacy Rule as detailed above.
The Security Rule defines EPHI as Protected Health Information that is stored or 
transmitted by electronic media. EPHI includes PHI that is stored on hard drives or portable 
memory media (disks and CDs) as well as PHI that is transmitted via email or the internet 
(including faxes and voicemail transmitted in this manner). The Security Rule does not 
cover conventional faxes or voicemail. It also does not distinguish between data 
transmitted within a covered entity as opposed to data transmitted outside of it.
The Security Rule requires covered entities to:
Ensure the confidentiality, integrity, and availability of all EPHI it creates, receives, 
maintains, or transmits;
Protect against any reasonably anticipated threats or hazards to the security or integrity of 
such information;
Protect against any reasonably anticipated uses or disclosures of such information that are 
not permitted under the privacy rule; and
Ensure compliance with these requirements by individuals in the Health Care Component.
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Policy and Procedures for Safeguarding EPHI
You must be aware of, and comply with, a covered entity’s policies and procedures on 
protecting EPHI.
Follow Password Procedures
Individuals working within an entity’s covered departments will be required to follow 
certain password guidelines, which may include, but are not limited to the following:

All access to EPHI must be password protected (including laptops and PDAs)
Passwords should not be shared with anyone except in rare instances
If you must write down your password to remember it, you may be required to 
place it in a secure location that only you can access. You should not keep it in or on 
the application or system that is being protected by it.
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Maintain Workstation Security
You will also be required to follow procedures for maintaining work station security. Some 
examples follow:
EPHI should only be stored on and transmitted to / from devices and locations that have been 
specifically approved by a designated individual at the covered health care entity
No network device (e.g. desktop, laptop, printer, network hub and switches, wireless access points, 
PDAs and portable storage devices) may be connected to any network that provides access to EPHI 
without prior approval from a designated individual at the covered health care entity
Workstations used for storage and transmission of EPHI must contain an updated virus scan, 
updated operating system patches, and an anti-spyware product. They must also be password 
protected and employ some variety of firewall capabilities or software
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Maintain Workstation Security
When an EPHI storage device is no longer in use or has reached the end of its life-cycle, all of the 
data on the device must be removed and/or destroyed. To accomplish this, it is likely that the 
covered entity will require that the device be returned to the covered entity’s IT department where 
a software application will be used to ensure that the data is removed from all sectors of the hard 
drive. Simply deleting the EPHI from the computer is NOT sufficient to remove it completely from 
the hard drive.
Steps should be taken to restrict visual access to EPHI to authorized personnel. This may be 
accomplished by positioning screens to restrict viewing or by using a screen filter. Further, 
workstations must be configured to log off or produce a password protected “screensaver” after a 
period of in-activity
If a workstation is located in a private office, the office must be locked when unoccupied for an 
extended period of time; all workstations in unlocked locations must employ anti-theft devices.
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Follow Guidelines on Accessing EPHI from External and/or Portable Computing Devices
Significant restrictions will likely be placed on your access to EPHI from external and/or 
portable computing devices due to security concerns. Before storing EPHI on an 
external/portable computing device, particularly a device you intend to remove from your 
work environment, you should consult the covered entity’s policies and procedures for 
guidance in this area.
Many of the guidelines applicable to workstations are also applicable to external/portable 
computing devices including restricting screen visibility, backing up EPHI, safeguarding the 
device from theft, properly disposing of equipment and using antivirus, firewall and anti-
spy software to the extent possible. Encryption may also be required.
Follow Guidelines on the Use of Portable Devices and Media Containing EPHI
Portable devices include, but are not limited to the following:

Laptop / Tablet / Handheld Computers (PDA’s)
Portable Storage Devices

External USB Hard Drives
USB “Thumb” Drives
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Follow Guidelines on the Use of Portable Devices and Media Containing EPHI
Covered entities should have guidelines on the use of portable devices and media which 
may include the following protections:
Access to EPHI on portable media must be protected by a password or other authentication 
procedure
All portable devices and media must be approved by a designated individual within the 
covered health care entity prior to the use of such device or media for storage / 
transmission of EPHI
EPHI stored on a laptop, mobile device or other portable media should be encrypted
All portable media containing EPHI must be safeguarded from theft or loss (for example, 
laptops should be secured with a cable whenever possible and CDs containing EPHI should 
be locked in a cabinet)
All portable media containing EPHI must be marked externally, if possible, as confidential 
and include contact information for return if lost
Portable media used for storage must be backed up periodically
Disposal of portable media containing EPHI must be done in consultation with the 
individual designated by the covered health care entity.
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Know When Emailing PHI is Permitted
PHI should only be sent via email in very limited circumstances. clients may request that a 
covered health care provider communicate with them by email, provided that they provide 
their written permission. Email that may contain EPHI should never be set to automatically 
forward to any external email provider outside of the covered entity’s domain. It is the 
responsibility of the sender to ensure that they do not inadvertently send EPHI to the 
wrong email address. You should be aware of the auto fill feature provided in most email 
programs and double check the address you are sending your email to prior to sending it. 
And as always with PHI encrypt it before you press send.

If Using EPHI for Research, Know the Guidelines Governing its Use
The Security Rule applies to EPHI used for research. On-line training specific to HIPAA 
research issues is available through UWM. If you are using an outside entity’s PHI for 
research purposes, you will also need to familiarize yourself with that entity’s research 
policies and procedures. Use of PHI for research will likely require a client authorization or 
a waiver of authorization approved by an Internal Review Board.
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Change has come via the CARES Act. Prior to the Cares Act, generally, the Part 2 rules 
provide more stringent privacy protections than HIPAA, including in emergency situations.
POST CARES ACT-PARTIAL ALIGNMENT WITH HIPAA
The most significant change to the SUD confidentiality law imposed by the CARES Act, both 
from a policy and practical perspective, is to more closely align the underlying statute with 
the privacy regulations under the Health Insurance Portability and Accountable Act of 1996 
(HIPAA). Under the prior law, the identity, diagnosis, prognosis, or treatment of any client 
maintained by a Part 2 program in association with SUD treatment, rehabilitation, or 
research could be disclosed consistent with the client’s written consent, but only as 
allowed under the Part 2 regulations at 42 C.F.R. Part 2.

The CARES Act replaces the consent requirements in Part 2. While still requiring client 
consent, this new consent provision provides that, once consent has been obtained, the 
contents of the record may be used or disclosed by a covered entity, business associate, or 
a Part 2 program “for purposes of treatment, payment, and health care operations as 
permitted by the HIPAA regulations.”The law further states that a patient’s one-time Part 2 
written consent will be sufficient “for all such future uses or disclosures for purposes of 
treatment, payment, and health care operations,” unless the client restricts redisclosure, 
and the consent will apply until the client revokes it in writing.
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Unlike HIPAA, neither the previous law nor the implementing regulations contained a broad 
exception for treatment, payment, or health care operations (TPO), so every disclosure, 
with limited exceptions, even if related to continuity of care or obtaining payment for 
treatment, required specific consent.

It is important to note that the new SUD confidentiality law does not totally align Part 2 
with HIPAA. Like HIPAA, it allows for the use and disclosure of SUD records for TPO, but 
unlike HIPAA, it requires client consent for such use and disclosure. In fact, the original 
statutory exceptions that allowed for disclosure absent the client’s consent — in the event 
of a medical emergency, for research and audits, and pursuant to court order — still apply; 
though, disclosure for medical emergencies and most audits would otherwise fit under 
HIPAA’s treatment and health care operations exceptions.
Other changes that bring Part 2 closer to HIPAA include a new exception for disclosures to a 
public health authority, as long as such disclosure meets HIPAA’s de-identification standards 
at 45 C.F.R. section 164.514(b). The law also requires the Secretary of Health and Human 
Services (HHS) to update HIPAA regulations to require references to Part 2 records in a 
covered entities’ notice of privacy practices.
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ADDITIONAL KEY STATUTORY CHANGE
A consistent voice in the public discourse over the past several years as our nation has 
struggled with the growing opioid epidemic is that of clients and their advocates, who 
argue that liberal disclosure, including alignment with HIPAA, will harm those seeking SUD 
treatment. They argued that weakening the protections of Part 2 will result in fewer clients 
seeking treatment, with extreme consequences such as discrimination in housing, 
employment, health care, and in the receipt of social and legal services. In recognition of 
these risks, in addition to requiring consent for TPO uses and disclosures, the new SUD 
confidentiality provision reinforces its prohibition on the use of SUD records in criminal 
contexts, adds antidiscrimination provisions, revises the penalty structure, and imposes 
breach notification requirements, as further outlined below.
Use of Records in Criminal Contexts
The prohibition on use for criminal, civil, and administrative contexts restates that 
disclosure in such contexts may only occur pursuant to court order, as outlined in the 
statute. The new law doubles down on this prohibition by explicitly stating that records 
(including testimony relaying information contained in records) may not be entered into 
evidence in any criminal prosecution or civil action; may not form part of the record for 
decision or otherwise be considered in any proceeding before a federal, state, or local 
agency; may not be used by federal, state, or local agencies for law enforcement purposes 
or to conduct a law enforcement investigation; and may not be used in any application for a 
warrant.
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Prior to the cares act 42 CFR Part violations carried a risk of referral to the US Dept. of 
Justice (“DOJ”) • Criminal fines – $500 for first offense – $5000 for subsequent offenses

Under the CARES Act, Congress gave HHS the authority to issue civil money penalties for 
violations of Part 2 in accordance with the civil money penalty provisions established for 
HIPAA violations, ranging from $100 to $50,000 per violation depending on the level of 
culpability. If HHS elects to use this enforcement authority similarly to how it enforces 
HIPAA, Part 2 Programs and recipients of Part 2 Records will face a greater risk of financial 
penalty from Part 2 violations. Currently, SAMHSA does not have an enforcement 
infrastructure like the US Office of Civil Rights to carry out enforcement of Part 2, and 
Congress would likely need to appropriate additional funds to SAMHSA to create such an 
infrastructure. HHS could potentially solve this by delegating enforcement authority to 
OCR, as many of the entities that would potentially be subject to Part 2 enforcement are 
also covered entities or business associates under HIPAA. Other penalties could include 
Civil penalties – $112 to $55,910 per violation – Mandatory penalties of $11,182 to 
$55,910 if act with willful neglect  &  Criminal penalties – $50,000 to $250,000 – Up to 10 
years in prison

And-These statutes might be used as basis for private lawsuit.
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What does confidentiality mean in ethics?
Confidentiality refers to the duty to protect privileged information and to share entrusted 
information responsibly. It stems from the notion that a person's wishes, decisions, and 
personal information should be treated with respect.

In the next several slides we will look at individual codes of ethics as related to 
Confidentiality. 
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Confidentiality is covered under Principle 3 of the California SUD Counselor Uniform Code 
of Conduct

Registrants and Certified AOD counselors shall comply with all Federal and State Laws and 
Regulations that pertain to patient/client confidentiality, mandated reporting exceptions, 
record keeping requirements and patient/client records access.

a. Violating client/patient confidentiality except as required or permitted by law including, 
but not limited to, Title 42 Code of Federal Regulations Part 2, Child Abuse, Elder Abuse 
and Public Safety laws and Regulations;
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Confidentiality is covered under Section 15 of the California Association of DUI Treatment 
Programs Code of Ethics.

I shall protect any program participant’s, any patient’s, or any resident’s right to 
confidentiality, and I shall not fail to maintain confidentiality, except as otherwise required 
or permitted by law, including but not limited to the Code of Federal Regulations, Title 42, 
Part 2, as well as any applicable “Notice of Privacy” regulatory requirements required by 
the Health Insurance Portability & Accountability Act of 1996 [HIPAA]. 
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Confidentiality is covered under Principal 3 of the California Consortium of Addiction 
Programs and Professionals Code of Conduct for Credentialed Alcohol and Drug 
Professionals.

Credentialed AOD professionals shall comply with all Federal and State Laws and 
Regulations that pertain to patient/client confidentiality, mandated reporting exceptions, 
record keeping equirements and patient/client records access. Credentialed AOD 
counselors are prohibited from: a. Violating client/patient confidentiality except as required 
or permitted by law including, but not limited to, Title 42 Code of Federal Regulations Part 
2, Child Abuse, Elder Abuse and Public Safety laws and Regulations;
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Confidentiality is covered under Principal 7 Sections A-E of the Addiction Counselor 
Certification Board of California/the California Association for Drug/Alcohol Educators code 
of ethics.

The Registrant or AOD Counselor working in the best interest of the client shall embrace, as 
a primary obligation, the duty of protecting client's rights under confidentiality and shall 
not disclose confidential information acquired in teaching, practice, or investigation 
without appropriately executed consent.
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Confidentiality is covered under STANDARD II of the American Association for Marriage and 
Family Therapy Code of Ethics.
Marriage and family therapists have unique confidentiality concerns because the client in a 
therapeutic relationship may be more than one person. Therapists respect and guard the 
confidences of each individual client.

2.1 Disclosing Limits of Confidentiality.
2.2 Written Authorization to Release Client Information.
2.3 Client Access to Records.
2.4 Confidentiality in Non-Clinical Activities.
2.5 Protection of Records.
2.6 Preparation for Practice Changes.
2.7 Confidentiality in Consultations.
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Confidentiality is covered under the National Association of Social Workers (NASW) Code 
of Ethics, The Ethical standards section, sub-section 1.07 Privacy and Confidentiality

Due to the length of the passage, please refer to A-W for the exact wording
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Confidentiality for Licensed Professional Clinical Counselors is covered under the American 
Counseling Association Code of ethics, Section B Confidentiality and Privacy.

Counselors recognize that trust is a cornerstone of the counseling relationship. Counselors 
aspire to earn the trust of clients by creating an ongoing partnership, establishing and 
upholding appropriate boundaries, and maintaining confidentiality. Counselors 
communicate the parameters of confidentiality in a culturally competent manner.
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Confidentiality for physicians is covered under the Principles of Medical Ethics of the 
American Medical Association (AMA) Section 4.

A physician shall respect the rights of patients, colleagues, and other health professionals, 
and shall safeguard patient confidences and privacy within the constraints of the law.
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National Association for Alcoholism and Drug Abuse Counselors has an opinion that needs 
to be considered.

The issue of stigma is still alive and well – just ask anyone living with a substance use 
disorder today. NAADAC maintains deep reservations over allowing those with little or no 
knowledge of addictive diseases to be at the center of making recommendations about 
reforming these protections. According to SAMHSA, only 10% of those needing treatment 
seek treatment. In less populated areas of the country, anonymity can be hard come by in 
the community. Sensitive information can be easily leaked and accidently shared with sharp 
consequences for a client.

NAADAC stands by the privacy rights and protections currently afforded to individuals with 
substance use disorder. NAADAC’s Code of Ethics, not unsimilar to other medical 
professions, is to “do no harm.” We are concerned that the consequences of reducing 
privacy barriers could very well spark a resistance to treatment by the very persons we are 
desiring to treat.
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Under section Pd Viii. Professional and Ethical Responsibilities of the SAMHSA publication 
Addiction Counseling Competencies The Knowledge, Skills, and Attitudes of Professional 
Practice Competency 116 states 

Adhere to Federal and State laws and agency regulations regarding the treatment of 
substance use disorders.
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Renowned Addiction professional William White has some thoughts that are worth 
knowing about Confidentiality.

Special procedures (federal and state statutes) have been developed to assure the 
confidential nature of addiction counseling. The ethics 10 textbooks and major journals in 
the addictions field have paid special attention to the issue of confidentiality, and this issue 
is also addressed in chapter 24 of this book. It is the responsibility of every addictions 
counselor to clearly inform every client of the scope and exceptions to confidentiality and 
to rigorously adhere to these boundaries. 
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Beneficiary confidentiality is everyone's responsibility. When is doubt, consult your co 
workers and supervisors and managers.

Remember, when it comes to our clients, it is best to do no harm. As such, if it does not 
feel right, it probably isn’t.

We all must always remember and never forget that Confidentiality is a cornerstone of any 
treatment relationship. For people receiving SUD treatment, strict confidentiality 
protections mean that you can share information about past and current drug 
use without worrying that it will be used against you by the police or a landlord, employer, 
judge, or social worker.
A violation with this can and will have adverse consequences. Keep that in mind.
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Our next training will take place Monday February 28, 2022. The topic is the Compliance 
Program.

Here is our contact information if you have any questions regarding Beneficiary 
Confidentiality. Shaun or me will be more than happy to assist you.

(End Recording)

Please remember-We will be using a Start code and End code that will be sent out to you 
with a survey. The link will be emailed and you will need to complete the entire survey to 
receive CEUs or Certificates of attendance. Those of your in CCAPP will also be receiving an 
exam that also must be completed by CCAPP counselors/registrants to receive CEUs.

End code 6712
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